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Cmndhahms 

The tftiii^s^^hlg^mttitl^]f0ifeBS3teihfig'lfiig|tiHgaia|i^balitylaafQgihgiigidgb0Mdcte^eeh®n@es point 
towaiidla.icgiaJiil(ktiU®(j:u^pijTi kuLiotabiUtyl itydse umti itarji tfioiy d'of&ctittii^'Li vc 1 y. 


Prctefti^i^a%gdd)hdiwap^e^^»l^qgrap’ami thidgalrfgctHbiettiranigahw^e^xtec&flwtotigfepPat seeing 
the i^iwhittiblffee$h4mthAafes^ilsraMiciflitiM^aapaMh^il%^htei$y9fe$jistdtTg9s«dik^til!}4iich the 
indiraiiilutlls^ttlmsiaKa-bihldiiolgifgrt'ouKtiiglitirlgifogcferces. 


The §^teme^y^®6mid0|^dBddtiritatBht^ wnlkffHhestjhteh’atoflrihaiiteiisidfcaifetb^ aiiltayisMrae^sservices. 
Thfe amuros saaiooimaw apfpprottioti toxff ^<±iaxihadhfi^ttcwhatwtetiwbttfdftigiMft^ih4»sitiirtJ>ojiantly, it 
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could 

8 §ftMikPtlilie5ilM/^f^|Sptedfid0dbefecf«^attt^e®t4isriamtTdfiiis $lin}psitfti^&>ra!ffleS^rr^&^Sr6S^)ftl; one of 
thg i thdi at #ilf HiaxremircaMl^irtprtffitqiHtoit0taeteas®lljdg ertteBQinSiftWi^i^tedQhility to 

frhay tH^eimt enrati timl drwiiviiiiriminfcmailrarIthanl:»mplyrTptytrtfiiijtt to it. 


This--tlittfl? -is ‘tft b <6 ssensiceftth dlwgu^ntQ n tfaivdn 06 atcdcleraitita^itfie JIM A RlMs^ Md XiRSKiafidftm and a 
§©S(&W^^iibeeeV¥iSHSn(SoQftttrth^a^ai^at'hBlwas'd;curwfiDd\rackJ)m^dt}flWili© tfldte^ Widlcal with 

ifl toflhRtWriif£lUre:cIiyA»^yptbdl]Diqfeofbmad)ranitnijildiniiiJiinQtd'Qif>t teftyit#P tiiWdfiVfhbids up to 
httfMSft (Jfii'il4$iue Lfeet iie?®miMarthdM^fiHroKfatiK6U|ib(i%h(tftlcdFitis;itet MY$thf®herl^tti- rai sed. 


OppDOEoittsFFgghBBidck 



Mi§tet^'i^rfp^td^vWb>ampt4^©f hi^fadvade'ssiiicHTihtHii^teahnQio^ycvi'e^'e^^thiglJyiWMt^r^pfitercd or 
fflaMMl-"f^hytdfy'yl 8 fchal 9 amir^uiigio^n^ias|dfreairew(btoiorisiih«slita 5 iyidffai^- 3 iO'Hd«P@ilidcrian's 
M/z)^f^.ffli^'^i»i^oMT^idiH»wai#ttEf^daliMlrthd<raxatearlBtij 0 (alQC«fl to*(®@i4)MsMPf^bf^of these 
pe^^ddtejfiBMeetoalii&eaLsatf ftfiMfyatpee^enaijanjd ttecbdige d^Fdce^dtattdMtaliiffia^ eroded, 
iyt id W&^gP'Mdd(hiwthd'ffiigdpilotiTiDttlyiblectesfidt^paid |®ffdntfbM is^rifliical4<5>iit QtfoPfhit'i&yP it gave 



frOitl ithilTferfdaHteritahtefeurnptioplaharedibiscitshcfitics: war ds wtotoaP bhftted latest that 
rewajdksihMWVatibiijUebmifngjadad^MMOyiiandcftekiMHtit'i 1 ity. 


Rehm^uniTbebhnlelgiPgis i\ lAAchUh’Hl tHfetfl eel 



Th^^i^ 4 hf^ftttta;%igt'flaladgogm‘telydiyiiMgmHitHir^t^^ernstttetditivstciKpiQital^ifflfttWciMwi th?iccd, the 
ghaSMfeJilfcPttfe@|§©sesi^n^s^steii8 tiotpndy+Hhattekt fiactpafla s^fsAes^ssibnmsttte^teli^f^fipiness of 
@fl#SlhlHj@i'^il^iH^ie@ai(ibfiraraM®ppfli4)ie tataateophwp kidded Miantf ofitfesif CbOiraiipadSlCfinidd can be 
gtttMtflfe&i.^§tHteti®i'go8fiempi6fiSQtf thB t 4 yste) 3 Stofrr^«ystthat,solihi:ht(tu^jeasaMldftoferdBtfettbgfdte, these 

COttSSKIK. 


FifSd,- tdtPp^Ndrbp^teeMiHjilfidheskini« fae fe)ttdiigm)ramMtha)daiigedMgiijtewfiihfl§re?n4lgW^t A great 
dfeat'J Pttthh^htpl^fttftgigufiaeypa'tidmdntiniiiahtiilhrtl'IoELs dn^raitwcraduieaJiQn-bMhPihhhfftlthctical 
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becoming less, not more, susceptible to tie various forms of corruption and toterfer©!!©©, A FMS Mil 
always exist between those who try to ensure the security of information-based systems and tfr@§§ wh@ 
seek to overcome their security measures. Yet, the trend favors the defense. In part, this is because of th§ 
relative "hardness" of the new generations of coimmunkatioiis equipment Fiber ©pti© ©afoto for ©Mfflpfe, 
has physical characteristics that make it inherently more difficult to "tap" surreptitiously. 

Third, there is a robust redundancy to the emerging American system-of-systems. This redundancy 
works against the possibility of breaking the whole system. It also means that if there are ways of 
successfully attacking parts of the system, the overall system would not collapse but rather generate 
"work arounds" or gracefully degrade. In one sense, this is faint praise; w§ don't want the 
system-of-systems to degrade at all. In another, it suggests that an opponent would be impotent before hi 
could defend against, counter, or defeat the capabilities we use against him. 

Clearly, none of this is cause for complacency; we need to continually bear in mind potential 
vulnerabilities and work hard to find and end them. Matter can a compelling case lbs wMe dtat tte 
vision is flawed logically or that moving to the system-of-systems carries more practical risk than 
sticking with the status quo and traditional way of doing things. 

It Applies Only to the Last War 

Some argue that the system-of-systems may work only in a conflict similar to Desert Storm, with 
relatively open terrain, an inept opponent, and enough time to amass an overwhelming for©©, Fate© 
conflicts may take place in terrain less open, against a motivated force astutely led. Urban areas, jungles, 
and mountains are as likely to be future battlefields as open deserts. Under these circumstances, it is 
argued, the system-of-systems is less applicable, and relying on it in place of a more "traditional" foto§ to 
unnecessarily risky. 

However, the system-of-systems applies across the full spectrum of conflict. It promises a bitter, 
although different, way of doing things. Americans will always seek to use military force with speed, 
precision, effectiveness and miniiimal risk to ©oar personnel TBae (dfoposiitafflas, MiovifffilsetoiS,, 
capabilities of an opponent's forces may be easier to discern in open desert than in downtown Mogadishu 
or triple-canopied jungles. But this is no reason to refrain from trying to discern enemy characteristics: 
The fact is that the system-of-systems will give us far better capacity to do this, and with greater 
effectiveness and lower risk than we currendy have. Furthermore, it is obvious that it would fog highly 
advantageous to the nation if we found alternatives to the large manpower base and fore© structure whtoh 
was the hallmar k of our military forces during the Cold War. The system-of-systems and RMA holds out 
the promise that in the not too distant future the pointed end of the spear may be smaller, far sharper afid 
able to pierce the opponents jugular vein on the first throw. 

The System-of-Systems Reduces the Fug and Frictfuu of Waff 

Conflict is chaotic, confusing, and messy. We will never have perfect understanding of a battlefield, Ottf 
systems and weapons will never work flawlessly all the time, and the forces we ask to wage war wifi 
never do everything correctly every time. 

The system-of-systems does not offer omniscience or omnipotence. It has demonstrated the ability to 
reduce the fog and friction of war and promises to do even mem m to tte fut»©, Wtef ©oufflto to \Wi 9 T to 
the relative influence on the opposing side of what some have called the fog and fiction of ©otoJtof, Tito 
side that can reduce the effect ofttMt(fijgi0Hdffririims3gmificarttty,iteltttivettoiits<tfljpmtMt,\wiU\Wffl- 
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It’s FtoltBhxMeun DWnit I'ikflkt It 


Thtt&4^<MflsMdraWdagreementRWithiriitkietIjte|©ripaiflrt]iDmfiDGfelitel"andL'th»i6fcrNficseiQnttbe fiwtlll i^fifiSl issues: 
that wemughto tt6< eoirtihunito tdedekip <qom xtapaa|tcyctb}uud(iratkiii tho <batfcleb8patt£& pii which Wtitofty,ve may 
©pesaflMdhtffippw jtJiMBBpSfrt^e^tindritQnteita^ttDspaiisffii® iBdKldcjpsskiOie^.eHiitSSiUfiilsi dlMhft the rate 
at wftiii^iweffihbuLddnweandi^hidHittehndiQgiteRand fottdistnictirastoi&yQr. favor. 

The" affittttflttoftor^^dwtedetsd) teedeedtarthe idrAiealeinentTerfithelvibon'isiuKrt &uhstawtihktnM$f fifths t of the 
pfOf JMtl^thMidtftw(tlldittRlM dr®atreklyiAvndedd(FdejFhaU rciiidh'fndltii(tkMl8)6ividKtShQri,yW;dttfit;3lilQf()t all of 
them shisitUthaeee^iljlbdm'.Belttrtaealetlhiaiheiigi'Hfeitli'iieiiieaftsraflea dfiMo eti txmef itebtt i o ihtkeiPfefb me t i o n. 
Afc'fc'tltetlh^sometbtatiotfOtMhsmaiyigiveiorfyniarginaihg^^^tiiHieSiiiiinplyiraii^ytijjmieiaDyifftStgrihh'astcr no 
matto'towrmohlmiimt^ davdtwtstAKJithem. 


At ttecMitteiwffilhelelfehetii. kvhetlelihwevstamiid) ahiftebift)uree&ifamn home 'pragr^wnagiRdTtheiftttQtfc forces 
i§§Miateli\wWtlttemiaIi^igiM$ tit htetheMaMa^tng.itof(ffe«>l'tk)thingtMKM> What Wttewiis &w4liQhsl§ationale 
used foin3i)diiiiggHhmrtritlid^iptisA:e\usedsthi: iteqsptiajptifithefhfffitHee^t ^egi?wfei@dul©’'ped new 
eapMl it ifist&kfeep pifokhidid fttfu© ipepeccitxpoiiiiio ti trine SamSt) PMobI)m> theaeelfeatinli ifatiftli irtga irtfiiidgs inside 
the iffiiiilUteyvwtiet'cbinteke andideoddik fhgiifphcTIheptMpifflttTwciitUttaQftitlh-ou^h a,petiad ptfihE#Q3P$fltWft pec t i o n 
after ^iBttmnn. 



The ^^t@»Je^y^g6^feien®®i^ittgi3ig thettesirhsail thdstlratk)ratesnlrican Incaea sraglytainhifu®it#Mgdcms and 
daiS^i(tu^\Wlddv^fe^eo^lM©i^iW^rpHEiMfill5i«dhppBlTsptaipqdH(ianaM3aaBd3t£difii>ti9tildi4§ofcifMook for 
U,§.- IteRtlfl-KhliiiiptHhsnaauvdldih^ihteatridxhiiffeEficetfwKfothe^thteBr^tfeEO'^mywililtfeLwldlh'hited makes 
semse. 


Recoimimemdktiom 


The ®W^isaaBakjflafeldBfiuhd^)6fi4adAahi®ftiM?h adaptdopt tiepedd^ondeaagiitito^ftftwtohiswhat is 
enie^«^(»ddiavMllJigt^3f Sts tendnd^tethafenhmigeeunpHlicppjlfeyupigffliiihgrQgthpopgmrning 
detisibnivlf^aeeetd^A^ \miW)a(tdiahteiiedhMAI^\dlki}»d«8t>dakfelte frifcfi&ctiy other 

natissnn. 


The awTOtuiitof (mor»ypeedsdletsb tteeBJedcedtarintaodactoifthelsdstEm^&sy-alkms itcntit, auhstolidkstHflflal; most 
of thejpegpaiB'thteidrihh it itraairekiyidhntkddtfdkeThnteenfethofletoatddb whether 1 wettthouW shift Id shift 
resefliBi^iframseftm^ip^MsnmdrtHdltafoscmfflsjsteto^ are 

a©tfaisgl n&w .Whfttlsi new \is thd;lrattorialo:dsed‘fbat ithakinghhOTilifhe. (Tdaaid e (ranch lhr/d«ffegelh$h n se has 
ehMgfcdl .TbddyW fratsdftaieiiaretrit) Ajlamtaidasgj Hmadnqutoq dafenteltaday tw<h% Willi%a#fflg)®it¥)lptority for 
the 2ll^eeoth^y2^ivhdt:thdiAif^rieaftpBq|hepldl\siililp<i)r]t)pndttiincfeehnQmyicanisustaii> 1 Qverithe)l<»ghc long 
haul.. 
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